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Introduction 
Bittiq develops SaaS solutions for open banking and personal finance in order to drive better 

financial decision-making for consumers.  

Our back-end services consist of distinct modules that form an umbrella of services for our 

plug-and-play features. These are exposed through APIs and can be interacted with on a more 

functional level via our SDKs. The distinct modules include: PSD2 functionality, SSO 

authentication and financial insights for use in personal finance applications. As a result, we 

offer a menu of flexible products and services that can be used to create stand-alone solutions 

or to enrich existing open banking propositions. 

 

Core services  services that provide categorisation, subscription management, data  

insights and behavioural triggers 

 

PSD2 engine   a fully modular framework that enables PSD2 functionality 

 

Authentication  bespoke user onboarding and authentication flows for securing access  

to our PSD2 engine and core Services 

 

White-label app a standalone personal finance app with customisable features 

  

SDKs    mobile software development kits, both mock and production 
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Continuous Integration / Continuous Deployment 
All of our cloud services are deployed in AWS using automated deployment pipelines to 

minimise the security risks associated with deployments, as well as making the process 

repeatable and reliable. We also offer single tenancy (for enterprises) and multi-tenancy 

options depending on the level and type of service that is required from Bittiq. 

 

All of our cloud services are based on serverless architectures to maximise on scalability and 

operational resilience. All of our systems are monitored to minimise downtime and contain 

self-healing mechanisms to minimise the disruption caused by infrastructure outages and 

outages from third party providers. 
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Reading guide 
A chapter is dedicated to each individual module of the Bittiq platform. Finally, a chapter is 

dedicated to a summary of the security features. Links to additional documentation are 

provided in the relevant chapters. 
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Core Services 
The core services module consists of pluggable services that actively listen for accounts and 

transactions, enriching and interpreting the data gathered by the PSD2 Engine. The services 

can also be used separately from our PSD2 Engine and are exposed via public APIs.  

 

The core services solely interact with the SDK in the front-end.  It is also possible to call the 

core services APIs directly instead of using the SDK. 

 

 

 

Categorisations services 
The categorisations services label transactions on two levels: a top-level category and a 

sub-category. There is also support to allow the end-user to change the given categorisation.  

The categorisations services are available as standalone services, separate from the PSD2 

Engine, by means of externalising an API. Categorisation results are published to an event 

queue for integration with upstream applications. 

The available categorisations can be found at: 

 

 

 Categorisations 

http://docs-openbanking.s3-website.eu-central-1.amazonaws.com/whitepapers/categorisations.pdf
http://docs-openbanking.s3-website.eu-central-1.amazonaws.com/whitepapers/categorisations.pdf
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Subscriptions services 
The subscriptions services enable subscription recognition, as well as subscription 

management and cancellation by the user. Note that the subscriptions services currently 

require the categorisations services in order to be able to function. 

The subscription services require the full transaction history in order to be able to detect 

monthly, quarterly, half-yearly and yearly subscriptions. The subscriptions services are able 

to check on a monthly basis whether fixed expenses have been paid and which are upcoming. 

 

Insights services 
The insights services analyses transaction and account data in order to generate financial 

insights. This service requires the subscription services. The insights include: 

• Free-to-spend calculation (requires subscriptions services) 

• Income and expenditure (requires categorisations services) 

• Money saved/invested (requires categorisations services) 

• Windfalls (coming soon, requires categorisations services) 

For a more in-depth description of functionality, please refer to the section on our white-label 

app. Moreover, the insights services will be supplemented with open APIs of third parties 

(Q1, 2021). 

Behavioural services 
The behavioural services module continuously looks for patterns of behaviour and offers 

triggers based on financial events. These triggers enable users to be updated on important 

financial events and react accordingly. It also enables money activation towards savings and 

investment accounts. 

 

• Event-triggered notifications (e.g. upcoming salary, remaining free-to-spend) 

• Smart money rules (coming soon, e.g. transfer a share of the salary) 

API documentation  
Our full API documentation is available online here: 

 

 

 API documentation 

http://docs-openbanking.s3-website.eu-central-1.amazonaws.com/core-services/api/index.html
http://docs-openbanking.s3-website.eu-central-1.amazonaws.com/core-services/api/index.html
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PSD2 engine 
The Bittiq PSD2 engine is a fully modular framework that enables access to PSD2 functionality. 

The engine enables the retrieval, processing and analysis of transaction data from PSD2 

aggregators and ASPSPs (banks). The PSD2 engine consists of several distinct gateway 

modules which can be integrated separately, in conjunction with specific other modules or as a 

full out-of-the-box PSD2 aggregation solution.  

 

The gateway modules are responsible for the operation of the PSD2 Engine, and provide the 

necessary data, in a consolidated and generic format, that can in turn be used by the core 

services plugged in on top of the engine.  
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Consents gateway 
The consents gateway module handles users’ consents and any accessory consent events. It 

can be integrated into existing platforms via an event queue. Alternatively, it can be used in 

conjunction with other modules of the PSD2 Engine in order to provide the full consent-flow 

support for PSD2.  

Included in the consents gateway will be the payment initiation service (Q1 2021) 

Accounts gateway 
This gateway manages the retrieval and storage of bank account information and balances. All 

accounts are refreshed periodically, and changes are posted to an event queue for integration 

with external upstream applications. 

The accounts gateway should be used in conjunction with the consents gateway, in order to 

manage the required permissions for accessing banking data. 

Also included in the accounts gateway will be the confirmation of availability of funds (CAF, 

Q1 2021) 

Transactions gateway 
This gateway manages the retrieval and storage of historical transactions. All accounts are 

refreshed periodically, and the transaction data is also posted to an event queue for 

integration with upstream applications. 

The transactions gateway should be used in conjunction with the accounts gateway, in 

order to provide the accounts that should be monitored for transactions. 

Providers gateway 
This gateway monitors the supported banks and aggregators in the PSD2 Engine, including 

outage detection. Bittiq offers a connection to all Dutch banks and is connecting to third party 

aggregators for expansion into other EU countries.  
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Authentication 
Our authentication services are currently part of the core services product. We are also 

developing a standalone solution that can be used to identify and authorise users of all of our 

back-end services. The service is set to be in production by Q4 2020. 

 

Until then, our login and registration flows require the core services product. All session 

interactions use TLS and JWT. Users of the Bittiq platform go through a lifecycle of 

onboarding, consent verification, and interaction with underlying services. Bittiq supports all 

aspects of the lifecycle including the termination of the customer relationship. 
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White-label personal finance app 
Bittiq offers a stand-alone white-label personal finance app for iOS and Android. The app 

contains a variety of features for money management that is driven by our core services 

back-end and the PSD2 engine. All features work for individual bank accounts, or as 

aggregation of multiple bank accounts. The high-level functionality includes: 

 

Financial Dashboard 
The financial dashboard gives users an instant overview of their financial 

situation by showing important financial indicators such as balance, free-to-

spend, expenses and money saved.  

 

Free-to-spend 
The ‘money free-to-spend’ (Vrije Ruimte) forecasts users’ financial room for 

spending/saving until the end of the month, automatically considering 

upcoming fixed expenses and reservations. 

 

Fixed expense management 
The recurring expenses of users are automatically recognised and listed. From 

here, consumers can fully manage their recurring expenses by seeing upcoming 

charges, paid charges or customising the list. 

 

Subscription cancellation 
Users can cancel one or multiple unnecessary subscriptions automatically from 

within the app. The subscription is fully managed and processed by Bittiq. 

 
Overview of income and expenses 
Transactions are categorised into income or expense (sub)categories and 

aggregated over customisable time periods. The incomes and expenses are 

shown as two separate pies. Manual re-categorisation is supported. 

 

(Triggered) notifications 
Our back-end core services offer the ability to send individuals or groups of 

users push notifications. Additionally, notifications can be triggered on specific 

events. The currently available triggers are: 

 

• Weekly update on the free-to-spend 

• Remaining free-to-spend on the day before the salary 

• Alert when the free-to-spend is negative on an account  
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SDK 
Bittiq offers native iOS and Android software development kits (SDKs). The SDKs are a high-

level programming interface that dispenses the need for developers to integrate directly with 

our back-end core services APIs. A JavaScript version of the SDK is available from Q4 2020 

onwards. 

 

The SDK comes in two flavours: a mock version and a production version. The former is the 

standalone version containing test data that can be used without the need to interact with our 

back-end platform. This is useful for quickly prototyping new customer journeys as well as 

serving to lower the barrier to open banking. The production version is used to connect to our 

sandbox and production environments. 

 

 

 

Documentation 
The documentation for our SDK is publicly available online at:   

 

       

 SDK documentation 

https://docs.sdk.bittiq.cloud/latest/
https://docs.sdk.bittiq.cloud/latest/
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Security 

Cloud Security 

Bittiq has a back-end with bank-grade security features which is fully penetration-tested on a 

regular basis. We enforce strict separation of concerns and the principles of least privilege, 

along with the use of multiple accounts in order to limit the blast radius of any security 

incident. 

Our development teams are unable to deploy directly to production without going through an 

approval process. Furthermore, all deployments are carried out using automated deployment 

pipelines. 

We regularly review the use of third-party libraries for security vulnerabilities and have a 

process in place to ensure that the use of third-party libraries is minimised and controlled 

through a peer review process. 

Our infrastructure and back-end services are designed according to best practices defined by 

AWS. 

  

Data is stored encrypted at rest as well as in transit and our back-end services are designed 

and implemented using serverless micro-services technology to maximise scalability, 

decoupling and plug-and-play capabilities. 

For a comprehensive description of our company and IT security and privacy procedures, 

please refer to our Security & Compliance Whitepaper: 

 

 

  

 AWS Well-Architected Framework 

 Security & Compliance 

https://d1.awsstatic.com/whitepapers/architecture/AWS_Well-Architected_Framework.pdf
https://docs-openbanking.s3.eu-central-1.amazonaws.com/whitepapers/security_and_privacy_v2.pdf
https://d1.awsstatic.com/whitepapers/architecture/AWS_Well-Architected_Framework.pdf
https://docs-openbanking.s3.eu-central-1.amazonaws.com/whitepapers/security_and_privacy_v2.pdf
https://d1.awsstatic.com/whitepapers/architecture/AWS_Well-Architected_Framework.pdf
https://docs-openbanking.s3.eu-central-1.amazonaws.com/whitepapers/security_and_privacy_v2.pdf
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App Security 
The white-label app is fully penetration-tested on a regular basis and applies banking grade 

security. Our SDK communicates directly with our back-end platform using TLS, with certificate 

pinning, and JWT tokens. The app automatically logs users out within 5 minutes of inactivity 

and JWT tokens are refreshed every 15 minutes. Users can only login with devices (possession) 

that are already bound to their Bittiq account. Device binding requires two-factor 

authentication using email. The user must enter their PIN code (knowledge) in order to login 

to the Bittiq platform. This is sent salt-encrypted to the Bittiq back-end for verification. Facial 

biometrics or thumbprint (inherence) is also supported. 

 

The current user registration flow works over email. A more robust registration scheme 

involving ID card / passport recognition accompanied by video processing and facial 

recognition is under construction and will be in production by Q1 2021.  
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Contact 
For any questions regarding the Bittiq platform, feel free to contact: 

 

 

 

Darren Harris 

CTO 

 

darren@bittiq.com 

 

 

 

 

 

 

  

 

About Bittiq 
Bittiq develops open banking solutions that help the end users of financial 

institutions make better financial decisions. We combine clever data insights, open 

banking technology and behavioural finance to make a positive impact in the daily 

financial lives of consumers. 

 

By integrating our solutions into existing channels of financial institutions, we enable 

them to provide relevant service to their end user. It also opens up a unique channel 

to reach customers with existing products, services and tools that are meant to help 

consumers with financial decision-making. 

 

For more information, please visit https://bittiq.com 

 

Bittiq B.V. 

Europalaan 400 

3526KS, Utrecht, The Netherlands 

mailto:darren@bittiq.com
https://bittiq.com/

